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Uncle Sam Wants You: To Build a Better Voting
Machine

By Kim Zetter July 16, 2007 | 10:01:10 AM Categories: E-Voting

Four teams of researchers from universities in the U.S., Canada, Poland and the
United Kingdom begin competing today in Portland, Oregon, to win a prize for
the best open-source voting system. The three-day University Voting System
Competition, which ends July 18th, is sponsored by the National Science
Foundation. The competition, which is open to the public (see the schedule
and Portland location here) will have each team performing a mock election on
its system before a judging panel that includes MIT professor Ron Rivest (the
"R" in RSA Security), Microsoft security researcher Josh Benaloh and John
Kelsey from NIST. You can see papers describing all the voting systems here.

The winning team will receive $10,000 from Election Systems & Software -- the
voting machine company that, ironically, is embroiled in an ongoing
controversy over a contested congressional race in Florida in which more than
18,000 ballots cast on touch-screen machines last November showed no vote
recorded in the 13 Congressional District race (the race is being investigated by
the Government Accountability Office).

From a press release describing the voting systems in the competition:

Three of the competition systems are based on revolutionary * “end-to-end (e2e) secure”
technology, which enables each voter to verify that her vote was correctly recorded and tabulated.
This new technology promises to surpass the lower level of results assurance afforded by popular

* “paper record” technologies such as precinct-count optical scan and VVPAT advocated by
Senator Holt and others.

At the VoComp conference, speakers will introduce additional exciting new technologies. Rivest
will unveil his new ThreeBallot voting system, which achieves e2e security without mathematical
cryptography. David Chaum will describe his Scantegrity proposal for enabling voters to verify
their votes using standard optical scan technology. Warren Smith will analyze the benefits of
Range Voting (a more expressive form of approval voting) over the currently used plurality count
method for conducting elections.
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too far removed from the original concept of operations for our country. I don't think we need better
machinery/systems for our Presidential elections -- I think we need to re-establish the system as it was
originally designed and created! IOW, the pure democracy machinations that we're creeping closer towards
are further eroding our nation's foundation on rule of law and replacing it with a rule of man (passion of the
moment).

I think more secure and effective voting mechanisms and strategies are outstanding and needed; I just don't
think the reasons behind the large-scale dialogue on these things is ultimately because "they could be
improved", but because the country is no longer working as designed ...and "the people" are dissatisfied with
that, even if they don't aren't fully cognizant as to the root causes.

The Founders were well aware of the dangers of a pure democracy; perhaps we as a population need a
refresher course ;)

Posted by: Argus | Jul 16, 2007 10:18:39 AM

Argus,

I'm confused. If anything, I see us creeping dangerously further from being a true democracy. I don't see
how pure democracy is worse than a republic. What makes elected officials any less insane and impassioned
than the general public? Having a simple no-confidence procedure, and direct democracy, would
dramatically improve our system, I believe.

Posted by: Clay Shentrup | Jul 16, 2007 4:10:30 PM

1. BUT...even the most elegant system design can't be critiqued except by 'experts.' And even the most expert
cannot be sure that there are no bugs - let alone malware.

And everyone else apparently is to accept the expert's word? This is the opposite of transparency.

C'mon...if the system tells you your vote has been counted, how do you know that it was? and that it was
counted correctly? Because the system told you so? "Trust me..."

2. You know, this all is a farce. The real resolution is right up front: Hand count paper ballots!

Posted by: Fusion | Jul 16, 2007 6:31:42 PM

The only way to make sure vote counts aren't stolen is to count them by hand. If we can't do that, then
nothing, and I mean nothing, matters.

Posted by: csbrudy | Jul 16, 2007 11:33:50 PM

We went seriously off track when we tried using electronic the same as we do lever machines, or static
mechanical. The direct recording electronic/touchscreen is volatile, can change itself, be changed by others,
and testing pre and post election still doesn't remove that vulnerability. From even just plugging into the wall.
Open source scanners would be wonderful, but we have to have meaningful audits. Spot checks that become
real efforts to determine the outcome.

These ES&S folks are trying to repair an image. We get it, but this is more technology for technology's sake, in
a foreign language.

Let's have simple, open, observable, understood, participatory elections.

Posted by: MarjorieG | Jul 17, 2007 7:07:28 AM
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HI,

I am very much against the current voting legislation pending in congress. I want a paper ballot only, hand
counted by voting officials, partisan and non-partisan counters in full public view 100% of the time, from first
ballot cast till last recount, including ballot box opening .

I want no computer or program counting. All these programs CAN be changed during counting to give an
unfair result either intentionally or by accident and leave no record of the intervention. I want the voting and
counting to be video taped with several back ups, as well as, broadcast live. Scanners for counting can be used,
but only as a system to verify the hand counts, never as a final official count. In addition, I want an automatic
required 20 percent random verification count in every race or referendum done by partisan, non partisan
and officials counters. I also want this verification counting broadcast and video taped. The 20% recount
districts should be chosen by partisan, non partisan and official choosers. The partisans should also be able to
pick 10% additional recount percents to make sure that questionable districts get recounted.

All the best

God bless you and yours and everyone everywhere

jimmy f

Posted by: JIMMY | Jul 17, 2007 2:02:41 PM

Fusion,

I'm 100% in favor of hand-counted paper ballots, and the complete elimination of voting machines.
Ron Rivest's 3ballot method works just fine with paper counting. Check it out.
http://RangeVoting.org/Rivest3B.html

You don't have to be an "expert" to critique it. You're welcome to critique away.

Posted by: Clay Shentrup | Jul 17, 2007 3:41:06 PM

Concerpts are fun to talk about, even seriously, but hand counted paper ballots are difficult to sell to election
officials who want convenience above all else. That's why they were so easy to convince these electronic ballot
machines would work, enough for secret voting.

Nirvana is fine, but we have to get down in the trenches and wortk hard to get our Democracy back. One win
at a time, which might be open voting systems op-scans.

An appeal to all here who care, get involved local, and fax/call anyone in Congress about these awful bills.

Posted by: MarjorieG | Jul 17, 2007 5:54:04 PM

Just a note: I think they meant "cryptography" when they said "security".
Josh Benaloh has done a lot of interesting cryptography research:
http://research.microsoft.com/%7Ebenaloh/

Posted by: | Jul 18, 2007 8:56:19 PM

Clay Shentrup...
Thanks.
Will take me maybe 0.5 of a geologic age to get a grip on this but will try

Posted by: fusion | Jul 18, 2007 10:05:19 PM

I think they meant "cryptography" when they said "security".

Nope.

http://RangeVoting.org/Rivest3B.html

That's what's supposed to be so brilliant about Rivest's idea - that' it's so ridiculously simple and doesn't use
crypto.

Posted by: Clay Shentrup | Jul 19, 2007 8:45:40 AM
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> hand counted paper ballots are difficult to sell to election officials who want convenience above all else.
Manual counting is cheaper and less problematic than electronic machines, actually.

Posted by: Clay Shentrup | Jul 19, 2007 8:47:52 AM

@ Clay:

A direct/pure democracy subsumes "rule of law" to a "rule of man", a system in which the passions of the
majority dictate the law. Consider what would happen if all the polls you hear in which a simple majority of
Americans want something, no matter how inane or shortsighted, reflected laws that had been passed by "the
pure democracy". No matter which side of the aisle you sit on, left or right, that should make you tremble in
fear. We the people need some insulation to prevent us from destroying ourselves with our own
passion-driven short-sightedness. A democratic republic system of government gives us that insulation via a
true rule of law.

Seriously, go look up writings and statements that the Founders made on the dangers of democracy and how
they structured the government (in the original Constitution anyway, immediately post-Bill of Rights)
/specifically/ to avoid the creation of a democracy.

Frankly, I think widespread ignorance of the dangers of a pure democracy is a far, far bigger threat to the
future of this country than terrorism. Marx even said "Democracy is the road to socialism." Want to "fix" the
country long term? Abolish the Department of Education. Then we can worry about "smaller” items, like
electronic voting systems.

Posted by: Argus | Jul 19, 2007 9:50:42 AM
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